
Policy / Procedure 

Corrupt Conduct and Fraud Control 

1. Purpose
Corrupt conduct and fraud reduces resources available to deliver high quality healthcare and can significantly 
undermine public confidence in our organisation.  The purpose of this document is to set out: 

• key procedural requirements necessary to establish and maintain an appropriate system of corrupt
conduct and fraud control for West Moreton Hospital and Health Service (West Moreton), inclusive of
prevention and detection strategies, and responding to complaints that involve, or may involve,
alleged corrupt conduct

• roles and responsibilities of staff, including Executive and the Board.

2. Scope
This document applies to all West Moreton staff, including employees, volunteers, contractors, consultants 
and others who exercise power or control resources for or on behalf of West Moreton.  

3. Statement/Commitment
West Moreton has a zero tolerance for corrupt conduct and fraud and is committed to controlling the risks of 
corrupt conduct and fraud within, against or by West Moreton, by:  

• taking a risk based approach to the prevention and detection of corrupt conduct and fraud
• embedding and promoting an ethical culture at all levels of the organisation, including achieving high

standards of ethical conduct amongst its staff
• developing and implementing awareness initiatives and robust internal controls to effectively prevent

and detect corrupt conduct and fraud, thereby minimising the likelihood of its occurrence
• undertaking audits, self-assessments and other assurance activities to monitor, evaluate and report

on the effectiveness of internal controls and to detect and scan for unusual or suspicious activities
• encouraging the reporting of alleged corrupt conduct and fraud, and ensuring staff are supported and

protected through the reporting process
• ensuring that reports of alleged corrupt conduct and fraud (including those made anonymously) are

properly assessed and referred to the appropriate body for investigation, are fairly and professionally
investigated and appropriate action taken (e.g. disciplinary proceedings, prosecution, recovery action)

• protecting the dignity, wellbeing, career interests and good name of all persons involved to the extent
reasonably practicable in the circumstances

• ensuring everyone’s responsibilities for corrupt conduct and fraud control are clear.

4. Principles
West Moreton’s approach to corrupt conduct and fraud control is aligned with the key principles of AS 8001–
2008: Fraud and Corruption Control; the Department of Health’s Fraud Control Policy, Guideline and 
Implementation Standard and the Crime and Corruption Commission’s Corruption in Focus: A guide to 
dealing with corrupt conduct in the Queensland public sector (2016).    
 

This document should be read in conjunction with the Risk Management Procedure and the Compliance 
Management Policy/Procedure.   

http://www.ccc.qld.gov.au/corruption-prevention/corruption-in-focus
http://www.ccc.qld.gov.au/corruption-prevention/corruption-in-focus
http://wmnet.wmhhs.health.qld.gov.au/document/get/8306
http://wmnet.wmhhs.health.qld.gov.au/document/get/4711
http://wmnet.wmhhs.health.qld.gov.au/document/get/4711
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5. Process   
Corrupt conduct and fraud control requires the implementation of a number of key control strategies grouped 
within the themes of prevention, detection and response (as depicted below).    

 

 

 

 

 

 
 
 
 
 

 

 

5.1 Prevention 

5.1.1 Ethical Culture and Leadership    
Raising awareness of expected ethical behaviour assists in mitigating corrupt conduct and fraud risk.  West 
Moreton’s expectations on ethical behaviour are outlined in the Values, Code of Conduct for the Queensland 
Public Service and applicable policy and procedure documents.   

Effective corrupt conduct and fraud control requires the commitment of everyone, including the Board, the 
Executive Leadership Committee and management at all levels.  Staff should ensure they are familiar with 
and understand their role in corrupt conduct and fraud prevention (refer to Section 6).   

5.1.2 Awareness, Education and Training 

Corrupt conduct and fraud often go undetected because of a lack of knowledge by staff in what corrupt 
conduct and fraud is, in recognising the warning signs and in how they should respond should this type of 
activity be suspected or detected.  The following resources and initiatives are utilised within West Moreton to 
raise awareness of corrupt conduct and fraud:  

• mandatory and refresher Workplace Behaviours and Ethics, Corrupt Conduct and Public Interest 
Disclosures (PIDs) Training available within West Moreton Learning On-Line (WM-LOL)   

• Fraud Awareness Training, mandatory for staff working in specific work areas, however accessible to 
all staff within WM-LOL    

• targeted education (e.g. in-services) tailored for specific work areas/job functions  
• dissemination of alerts (e.g. via Horizon Scanning to the Executive Leadership Committee and the 

Audit and Risk Committee, Staff Connect, Compliance Minute) pertaining to events or threats (internal 
or external to West Moreton)  

• awareness days/months (e.g. Fraud Awareness Month, International Anti-Corruption Day).    

5.1.3 Good Corporate Governance  
West Moreton’s Integrated Corporate Governance Framework is integral to the control of corrupt conduct and 
fraud.  Corporate governance structures (e.g. delegations and committees) improve West Moreton’s 
transparency and accountability and reduces the likelihood that it will suffer financial loss or damage to its 
reputation. 
 

• Design and implement controls to prevent corrupt 
conduct or fraud from occurring in the first instance, 
prevention controls are the first line of defence and 
include for example, increasing levels of ethical 
awareness and strengthening systems of control and 
risk management.    

• Design and implement controls to detect (or discover) 
corrupt conduct or fraud as soon as possible after it 
occurs.  These controls help to mitigate costs and risks 
when corruption or fraud does occur.   

 

• This is how West Moreton responds after 
receiving an allegation of corrupt conduct and 
fraud and includes the systems and processes 
necessary to respond appropriately.  This 
includes ensuring appropriate outcomes such 
as disciplinary, civil, systemic review, criminal 
proceedings are undertaken, and recovery of 
losses maximised as far as possible, thereby 
limiting the financial impact and helping to 
deter and prevent reoccurrence. 
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http://wmnet.wmhhs.health.qld.gov.au/policies-and-procedures/a-z-listing/
http://wmnet.wmhhs.health.qld.gov.au/policies-and-procedures/a-z-listing/
https://www.westmoreton.health.qld.gov.au/about-us/vision-mission-and-values/
https://www.qld.gov.au/gov/code-conduct-queensland-public-service
https://www.qld.gov.au/gov/code-conduct-queensland-public-service
http://wmnet.wmhhs.health.qld.gov.au/policies-and-procedures/a-z-listing/
http://wmlol.wmhhs.health.qld.gov.au/login/index.php
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5.1.4 Internal controls 
Internal controls are an essential requirement for corrupt conduct and fraud prevention.  Effective internal 
controls are developed and maintained through the cooperation of multiple work areas; with Managers 
responsible for daily operations and for maintaining internal controls within their area of responsibility.    

Internal controls are subject to following reviews:    

• The Financial Compliance Team undertakes an annual assurance program, the Financial Internal 
Control Self-Assessment (FICSA) program, which assesses the adequacy and effectiveness of 
financial internal controls and provides assurance to the Chief Executive and the Board that the 
financial internal controls are operating efficiently, effectively and economically.  Areas are examined 
across 14 key financial processes including:  
o Cash Management 
o Corporate Cards 
o General Trust 
o Patient Fiduciary Funds 
o Budgets 

o Expenditure 
o Procurement 
o Gifts & Benefits 
o Grants 
o Non-Current Assets 

o Tax  
o Revenue 
o Pharmacy Inventory – 

iPharmacy 
o Month End Reporting. 

• Internal and external audit (refer to Section 5.2.4) 
• Risk and compliance management activities (e.g. self-assessments) undertaken in accordance with 

the Risk Management Procedure and Compliance Management Policy/Procedure.   

5.1.5 Conflicts of Interest  

Staff have an obligation, under the Public Service Act 2008 (Qld), to disclose an interest that conflicts or may 
conflict with the performance of their duties.  Having a conflict of interest is not considered misconduct or a 
breach of the Code of Conduct for the Queensland Public Service; however it is important that staff are open 
about conflicts of interest, and that conflicts of interest are managed and resolved in the public interest. For 
further information refer to the Conflicts of Interest information available from the Queensland Government or 
for information specifically related to where staff undertake (or wish to undertake) additional employment 
outside of their current role, refer to the Employees Engaging in other Employment Procedure.     
5.1.6 Risk management  

West Moreton’s approach to managing corrupt conduct and fraud risks is underpinned by AS/NZS ISO 
31000:2009 Risk Management – Principles and Guidelines and is fully described in the Risk Management 
Risk Management Framework and Policy and should be carried out using the Risk Management Procedure 
and Risk Assessment Guide.  All risks are managed under this Framework which is organised hierarchically 
in accordance with the ‘three lines of defence’ assurance model and indicates roles and responsibilities for 
managing all risks (corrupt conduct and fraud being one of these).  For further information and access to 
tools and enablers supporting effective risk management within West Moreton refer to the Risk Management 
Intranet page.      

Some business areas are particularly susceptible to corrupt conduct and fraud; particular attention should 
therefore be paid to corrupt conduct and fraud control in these areas.  The High Risk Areas Factsheet 
provides additional information to support compliance with this Policy/Procedure including detailing how 
internal controls can be integrated into the work of all business areas.        

If specific, identified corrupt conduct and fraud risks exist within a division or unit, it is the responsibility of that 
Manager to monitor, control and/or treat that risk and record the risk on the divisional register.  Risks 
requiring escalation and/or consideration for the organisational risk register should be managed in 
accordance with the Risk Management Procedure.  If a change in the business environment (structure, 
function or activities) occurs that impacts on a risk, it is the responsibility of the Manager or risk owner to 
ensure the risk is updated on the relevant risk register. 
 
A fraud risk assessment should be conducted at least every two years, or otherwise determined, (based on 
the outcomes of previous fraud risk assessments or emerging risks relating to potential fraud exposure). 
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5.2 Detection  

Despite prevention activities, corrupt conduct and fraud may still occur; therefore it is important specific 
strategies are in place to detect internal or external fraud, or attempted fraud, and to report fraud as soon as 
possible after it has occurred. 

5.2.1 Identifying early warning signs (red flags) 

Identifying and acting on warning signs can assist with the early detection of corrupt conduct and fraud.  The 
Fraud Awareness Training and Warning Signs Factsheet supports early warning capabilities and in 
understanding a range of red flags.     

5.2.2 Reporting corrupt conduct   

If there is uncertainty about whether or not a matter should be reported, it is best to report.   

Staff who observe, become aware of, or suspect corrupt conduct within, against or by West Moreton have an 
obligation to report the matter immediately to their Manager/Supervisor in the first instance who will notify the 
relevant Executive Director or the Corrupt Conduct Liaison Officer (CCLO), using the Employee Complaints 
Form.  Matters involving former/previous staff should also be managed in accordance with these 
requirements.  For instances where this is not appropriate (e.g. involves the conduct of their 
Manager/Supervisor), staff may report the matter directly to:  

• relevant Executive Director; or    
• CCLO; or  
• external authority (e.g. Crime and Corruption Commission (CCC), Queensland Ombudsman and/or 

Queensland Police Service (QPS), whichever appropriate).  

Reports may be made in writing (using the Employee Complaints Portal or Form), verbally and anonymously.   

Where the alleged corrupt conduct involves the Chief Executive or a member of the West Moreton Hospital 
and Health Board, refer to the Corrupt Conduct by the Chief Executive or a Board Member Procedure.   

There need not be a complaint from an aggrieved person to report corrupt conduct.  Suspected corrupt 
conduct:  

• may arise from other information or matters such as the findings of an audit report or in the course of 
resolving a grievance 

• does not have to be serious corrupt conduct or show that it has actually occurred.  Some concerns or 
complaints may appear minor, however may turn out to be quite serious, or an aggregation of minor 
issues can indicate a systemic problem. 

When a report is received it is important to act quickly to contain the incident and prevent any escalation or 
other event that may further impact West Moreton.  Immediate and necessary reasonable action can be 
taken if there is a risk of danger to a patient/consumer, the public or a staff member’s safety or there is a risk 
of loss of evidence (such as securing property, blocking or restricting any unauthorised access to property). 
No further action must be taken by Managers/Supervisors or staff until they have received instructions from 
the CCLO.    Refer to Section 5.3.1 Assessment for information on the next steps involved in managing the 
alleged corrupt conduct).   

Involving Patients and Consumers 

Known or suspected fraud by patients (e.g. Patient Travel Subsidy Scheme) is to be referred to the relevant 
Executive Director for management.    

Reporting by Members of the Public   

Members of the public play an important role in reporting suspected corrupt conduct and can make a 
complaint by reporting the matter directly to:  

• CCLO via email: WM_CC_Complaints@health.qld.gov.au   

• Consumer Liaison Officers, in accordance with the Consumer Feedback Procedure, who will forward 
complaints relating to corrupt conduct and fraud to the CCLO 

Printed copies are uncontrolled.  Refer to the Policy and Procedures listings 
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• an appropriate external authority (e.g. CCC, Queensland Ombudsman, QPS). 

Confidentiality and Public Interest Disclosures 
Staff who report or receive information about suspected corrupt conduct must be careful to maintain 
confidentiality (i.e. information must only be shared with persons directly involved in receiving, assessing or 
managing the matter), as a public interest disclosure (PID) may be involved and it preserves the integrity of 
any review or other process to deal with the alleged conduct.  The Public Interest Disclosure Act 2010 (Qld) 
supports the disclosure of improper conduct or wrongdoing and provides protections for those who, in good 
faith, make a (PID) (e.g. from reprisal).  For a complaint to be considered a PID it must be assessed against 
strict criteria by the CCLO (e.g. official misconduct, maladministration, misuse of public resources, danger to 
public health and safety, danger to the health and safety of a person with a disability, danger to the 
environment or reprisal). Refer to the Public Interest Disclosures Policy/Procedure for further information.  

5.2.3 Data analysis  
Data analysis is a powerful means of detecting corrupt conduct and fraud, as trends can be examined and 
investigated which may be indicative of corrupt conduct and fraud.  Continuous monitoring by key control 
owners (e.g. Financial Compliance, Department of Health) is undertaken, for example, but not limited to:  

• a suite of analytical reports are produced by the Data Analytics Team within the Department of 
Health’s Financial Solutions Team. These reports are provided to West Moreton for review and further 
analysis and include, but are not limited to:  

o FAMMIS user profile reviews  
o requisitions released above delegation  
o vendor match with employee details (for such things as address, bank account, phone 

numbers, next of kin etc.)  
o review of the corporate card transactions and usage.  

• Payroll Portfolio performs a range of payroll analytics to assist in the management and identification 
of fraud and payroll related misconduct.  Where anomalies or issues are identified, these reports are 
provided to applicable Manager for review and action.  For example:  

o employee fatigue and overtime  
o review of overtime paid on leave hours  
o employees currently rostered on overlapping shifts.  

• review of transactions performed in FAMMIS for segregation of duties 
• monitoring and review of systems and networks by the Information Security Unit (Cybersecurity) to 

detect technology-enabled fraud or threats.   
5.2.4 Audit  
Internal Audit 
Internal Audit provides independent assurance as to the adequacy and effectiveness of internal controls, and 
may be involved in investigations and reporting.  Internal Audit may receive directives/requests from 
management, the Executive Leadership Committee (ELC), the Board and Audit and Risk Committee (ARC) 
to focus on specific areas of concern (such as the internal controls used to detect or mitigate corrupt conduct 
and fraud) and recommend improvements to strengthen internal controls.  The Principal Internal Auditor has 
regular, direct access to the Executive via representation on ARC. 

External Audit  
West Moreton takes a proactive approach and liaises with the external auditors to facilitate the exchange of 
information in relation to the prevention and detection of fraud and will respond quickly to concerns identified 
during the course of external audit work.  For a comprehensive register of external assurance activities 
undertaken within West Moreton, refer to the External Assurance Activities Register.     

Printed copies are uncontrolled.  Refer to the Policy and Procedures listings 
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5.3 Response  

5.3.1 Assessment  

Where the relevant Executive Director determines the conduct may amount to corrupt conduct, they are 
required to refer the complaint to the CCLO.  The CCLO will assess each complaint to determine whether the 
complaint meets the criteria (four elements) for corrupt conduct or the threshold for a public interest 
disclosure (refer to the Public Interest Disclosures Policy/Procedure).     

Where the CCLO determines or assesses the alleged conduct:  
• may amount to corrupt conduct, the CCLO will forward the complaint to the Executive Director, 

People and Culture and the Chief Executive for assessment and referral of the matter to the CCC   
• does not meet the criteria for corrupt conduct, the conduct may still be suspected misconduct or a 

breach of the Code of Conduct for the Queensland Public Service. In these cases, the complaint will 
be referred back to the relevant Manager and/or Executive Director by the CCLO for appropriate 
action to be taken. 

The CCLO, relevant Manager or Executive Director may conduct preliminary inquiries to establish if the 
complaint is legitimate and to form a reasonable suspicion, or otherwise, of corrupt conduct.  Care however 
should be taken to ensure confidentiality of the complainant’s details is maintained and any preliminary 
inquiries are well documented. Preliminary inquiries may include, for example, any relevant information in the 
Manager/Supervisor’s direct knowledge (e.g. whether the subject officer/s has/have a relevant complaint 
history), or documents contained within West Moreton records/systems. Refer to the Crime and Corruption 
Commission’s Corruption in Focus: A guide to dealing with corrupt conduct in the Queensland public sector 
for further details on what inquiries, if any, should be made before referral. In most instances, the complaint 
should not be dealt with before the CCC has made their assessment and advised West Moreton of how the 
complaint should be dealt with. This includes advising the subject officer(s) (i.e. person against whom the 
allegations or complaint has been made) of the details of the complaint.    

Depending on the alleged conduct, additional reporting to other responsible officer(s) may also be required 
(e.g. in accordance with the Financial and Performance Management Standard 2009 (Qld), Health (Drugs 
and Poisons) Regulation 1996 (Qld), Financial Management Practice Manual and any other applicable 
policies, procedures and standards within Queensland Health or West Moreton).   
5.3.2 Referral to the Crime and Corruption Commission (CCC) 

On receipt of a complaint, the CCC will assess the complaint and provide advice to the CCLO on appropriate 
action, which may include for example the CCC:   

• assuming responsibility for investigating the complaint  
• referring possible criminal activity to the Queensland Police Service (QPS) 
• jointly managing the investigation in cooperation with West Moreton   
• requesting West Moreton carry out further enquiries before a final assessment is made (e.g. the 

complaint appears to indicate quite serious corruption, but the initial information gathered suggests 
that there may be an innocent explanation for what happened)  

• referring the complaint back to West Moreton to deal with, subject to some level of monitoring by the 
CCC subject to the level of seriousness of the complaint (e.g. referred – no further action, audit, public 
interest review, and merit and compliance review with strict reporting obligations)  

• referring the matter back to the CCLO for investigation (CCC may recommend the appointment of an 
external independent investigator) 

• taking no further action where the complaint: 
o is frivolous or vexatious  
o lacks substance or credibility  
o is made recklessly or maliciously, or primarily for 

a mischievous purpose  

o is not made in good faith  
o is outside the CCC’s jurisdiction  
o investigation would be an unjustifiable 

use of resource or not in public interest. 
Under the principle of devolution, referring the complaint to West Moreton is the preferred option.   

If the CCC decides to investigate on its own, there are a number of possible outcomes.  The CCC might: 
• find that no wrongdoing has occurred 

Printed copies are uncontrolled.  Refer to the Policy and Procedures listings 
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• find that there is insufficient evidence to establish the allegations 
• confirm corrupt conduct and recommend that West Moreton take disciplinary action.  Where the CCC 

refers the complaint to West Moreton for disciplinary action, it will provide a report to help decide what 
action to take.   

• refer the case through appropriate channels to the Queensland Civil and Administrative Tribunal 
(QCAT) for disciplinary charges to be heard 

• refer a criminal offence to the Director of Public Prosecutions or another prosecuting authority. 

5.3.3 Management   

The CCLO will provide advice to the referring Manager and the relevant Executive Director with directions on 
what involvement, if any, the CCC requires in the matter.  Once advised of the CCC’s assessment, the 
relevant Manager/Executive Director may deal with the matter utilising any of the suggested strategies below 
or any other action considered appropriate:    

• undertake enquiries  
• performance improvement (guidance, counselling, training)  
• systems improvement, including improvements to policy and procedures  
• preventive action  
• dispute resolution or mediation  
• commence an investigation into the allegations 
• commence disciplinary proceedings (refer to Section 5.3.4 Disciplinary Action) 
• take no action – if this decision is made, the reasons for the decision will need to be justified in writing 

to the CCC. 

Any action taken must be:  

• managed in consultation with the Workplace Relations Unit to ensure appropriate action is taken and 
reported back to the CCC (if required), 

• undertaken in accordance with the principles of natural justice/procedural fairness including impartially 
(i.e. no perceived or actual conflict of interest) 

• clearly recorded noting the reasons for, or the basis, of the management strategy to be utilised to deal 
with the matter.   

Whether the subject officer should be precluded from relieving, promotion or development opportunities 
should also be considered during this time.      

Where an internal investigation is to occur, this will be managed by the CCLO, unless otherwise determined 
by the Chief Executive.  If the matter requires the engagement of an external provider or contractor to 
undertake the investigation, the CCLO will be responsible for managing this process. Where appropriate, 
investigators will be appointed under Part 9 of the Hospital and Health Boards Act 2011 to facilitate the 
investigation and to provide protection for confidential information.  A report on the findings of the 
investigation will be prepared for the Chief Executive including recommendations regarding changes to the 
control environment to prevent the same or similar instances occurring in the future.  For further information 
on establishing an investigation and in choosing an investigator, refer to the Corruption in Focus: A guide to 
dealing with corrupt conduct in the Queensland public sector (CCC, 2016).    

If at any point during the course of dealing with the matter, information about more complex or serious 
instances of alleged corrupt conduct, or about different corrupt conduct, are revealed, these new allegations 
must be immediately notified to the CCC so that it can assess the appropriate action to take.    

The CCLO must close the matter with the CCC detailing the outcome of whether the allegations were 
substantiated or not and include the reasons for the actions taken.  

On finalisation of the matter the decision maker is to notify the:  
• complainant of the outcome and the reasons for the outcome (e.g. if the complaint was not 

substantiated and why such as no witnesses to corroborate the complainant’s version) 
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• subject officer(s) of the outcome and reasons for the outcome if they have been made aware of the 
complaint. 

Any concerns about the level of detail to provide complainants and subject officers, seek advice in the first 
instance from the CCLO.    

5.3.4 Disciplinary Action  

The relevant Executive Director, in consultation with Workplace Relations, should consider reasonable 
management and/or disciplinary action against staff resulting from substantiated allegations of corrupt 
conduct or fraud. Action may include, but is not limited to: 

• reprimand 
• fining or reduction in remuneration 

• demotion, transfer or redeployment 
• termination of employment. 

The above action may be undertaken, regardless of, or before the outcome of, any related criminal or civil 
proceedings.  Whether disciplinary action should await the outcome of such proceedings should be 
determined on a case-by-case basis and following liaison with QPS (where criminal investigation or 
prosecution is underway) and advice from Workplace Relations.   

Disciplinary action may also be taken against staff who fail to report any alleged corrupt conduct or fraud of 
which they become aware.  A failure to report may in itself be corrupt conduct.  Staff suspecting corrupt 
conduct should refer to Section 5.2.2 Reporting Corrupt Conduct above.   

5.3.5   Media Reporting  
Alleged and substantiated corrupt conduct may bring media attention.  All enquiries from the media or public 
must therefore be handled sensitively and in accordance with the Media Policy.    

5.3.6 Review of Internal Controls  
The adequacy of the internal control environment is to be reassessed post investigation (whether or not the 
allegations are proven), post audit or system review (particularly those controls directly impacting on the 
incident and potentially allowing it to occur), and improvements actively planned and implemented to mitigate 
the risk of further corrupt conduct or fraud, in accordance with the Risk Management Procedure.  The 
responsibility for ensuring that the internal control environment is reassessed and for ensuring that the 
recommendations arising out of this assessment are implemented should be allocated in advance. 

5.3.7 Recovery of losses 
West Moreton is committed to quantifying losses and the recovery of any assets or funds lost, by pursuing 
appropriate avenues through relevant agencies and legal avenues, where relevant and where doing so is in 
the interest of West Moreton and the public service.   

Refer to the Losses Procedure for further information on reporting requirements including the completion of a 
loss report when losses are identified or suspected.    

5.3.8 Insurance 
Queensland Health annually purchases insurance through the Queensland Government Treasury managed 
self-insurance scheme, the Queensland Government Insurance Fund (QGIF).  Under the QGIF Insurance 
Policy, specifically the Property (Material Loss or Damage) section, West Moreton maintains fidelity 
guarantee and cyber risk insurances.  For information on West Moreton’s current insurance cover including 
access to certificates of insurance and currency, refer to the Insurance premium and policy information 
available through QHEPS. 
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6. Roles and Responsibilities 
Role  Responsibility  

West Moreton Hospital 
and Health Board  

• Take a lead role in communicating West Moreton’s zero tolerance for corrupt conduct 
and fraud   

• Endorse plans to address corrupt conduct and fraud risks faced by West Moreton.  

Audit and Risk 
Committee  

• Ensure that the Committee provides independent assurance and advice to the Board 
regarding West Moreton’s risk and compliance frameworks and external accountabilities 
as prescribed in relevant legislation, and corrupt conduct and fraud risks  

• Review the risk management framework for identifying, monitoring and managing 
significant business risks, including fraud  

 Liaise with management to ensure there is a common understanding of the key corrupt 
conduct and fraud risks  

 Assess and contribute to the audit planning process relating to corrupt conduct and 
fraud risks and threats   

 Review the effectiveness of processes for identifying and escalating corrupt conduct and 
fraud risks  

Chief Executive  

• Communicate the expectation that all staff are required to conduct their duties to high 
professional and ethical standards and act in the public interest  

• Implement appropriate awareness and control systems to prevent and effectively 
respond to suspected corrupt conduct 

• Create an ethical workplace culture where staff feel comfortable to report suspected 
corrupt conduct when they become aware of it.  

• Establish procedures to ensure that: 
o staff who make complaints of suspected corrupt conduct are given appropriate 

support and offered protection from reprisals 
o Complaints of suspected corrupt conduct made to the Health Service are properly 

assessed and, when appropriate, properly investigated and dealt with 
o Appropriate action is taken in relation to any corrupt conduct  

• Ultimately ensure that complaints of suspected corrupt conduct are properly assessed 
and when appropriate, reported, investigated and dealt with  

• Ensure that a suitable senior officer is assigned the role of the CCLO and tasked with 
assessing and managing complaints in accordance with obligations under the Crime and 
Corruption Act 2001. 

Corrupt Conduct 
Liaison Officer (CCLO) 

• Provide advice and information to the Chief Executive, Executive Directors and Directors 
in relation to the prevention and management of corrupt conduct 

• Respond to reports of suspected corrupt conduct  
• Coordinate all high level reporting relating to corrupt conduct  
• Notify the CCC in accordance with the Crime and Corruption Act 2001 (Qld) about all 

complaints, or information or matters, that the Chief Executive reasonably suspects 
involves, or may involve, corrupt conduct. 

• Liaise with, and respond to advice from, the CCC about complaints involving suspected 
corrupt conduct   

• Develop and maintain policy and procedure documents, and records in regard to corrupt 
conduct 

• Seek appropriate management guidance if they have an ethical dilemma with respect to 
corrupt conduct 

• Refer the complaint to the Human Resources Manager for assessment as to whether 
the complaint is a public interest disclosure (PID) and for provision of initial advice with 
regard to a discloser’s obligations and the protections they are afforded under the Public 
Interest Disclosure Act 2010 (Qld) 

Governance Risk and 
Compliance Unit  

• Implement and maintain integrated risk and compliance management frameworks, 
including centralised risk register for strategic and organisational risks 

• Develop and implement fraud awareness training ensuring accessibility for all staff   
• Work in collaboration with other business units to develop and maintain policy and 

procedure documents  
• Coordinate annual fraud self-assessment  
• Identify and communicate emerging trends in corrupt conduct and fraud, as appropriate 
• Ensure adequate insurance cover is maintained to mitigate losses from corrupt conduct 

and fraud.   
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Role  Responsibility  

Financial Compliance   
• Provide the Chief Executive, the Board and ARC with an annual statement about 

whether the financial internal controls are operating effectively, effectively and 
economically, via the annual Financial Internal Control Self-Assessment.  

Internal Audit  • Facilitate audits of internal control systems for corrupt conduct and fraud related risks as 
endorsed by the Board.    

Risk Owners / 
Treatment Owners  

• Refer to the Risk Management Procedure for further detail.   

Executive Director, 
People and Culture  

• Ensuring that reports of wrongdoing that may amount to suspected corrupt conduct are 
referred on to the CCLO.  

• Ensuring that appropriate processes are provided for in the event that a report of 
wrongdoing is assessed as suspected corrupt conduct. This may include preparing 
investigations, overseeing discipline processes that occur as a result of the reported 
wrongdoing or managing any system wide reviews that are required as a result of 
reported wrongdoing. 

Executive  

• Promote and oversee the implementation of an integrated approach to corrupt conduct 
and fraud control  

• Ensure that corrupt conduct and fraud control responsibilities are represented where 
appropriate in their respective performance management frameworks 

• Actively consider corrupt conduct and fraud risks relevant to area of responsibility, 
including identification of gaps in control environment 

• Ensure sufficient time and resources are made available to those who have specific 
roles in preventing, detecting or responding to corrupt conduct and fraud.   

Managers  

• Ensure staff are made aware of what constitutes fraud and corrupt conduct and their 
associated responsibilities as prescribed in this document  

• Maintain a workplace culture that values professionalism, integrity and diligence 
• Demonstrate positive ethical standards and values to staff and others to whom this 

document applies through their own conduct and communications at work 
• Create a supportive reporting environment  
• Provide appropriate support to staff and others to whom this document applies who 

report suspected corrupt conduct  
• Implement appropriate controls to prevent harm to assets and resources  
• Assist staff and others to whom this document applies to resolve ethical dilemmas with 

respect to suspected corrupt conduct  
• Ensure that reports of suspected corrupt conduct are received by the CCLO for 

appropriate assessment and action 
• Ensure staff undertake and participate in mandatory and refresher training and are 

trained in ethical decision making that conforms to the standards outlined within the 
Code of Conduct for the Queensland Public Service and other relevant policies.  

• Ensuring that in the event that a complaint of suspected corrupt conduct is 
substantiated, appropriate processes are implemented to rectify the wrongdoing that 
has been identified.  

Selection panels, 
Recruitment staff  

• Ensure pre- and in-employment checks are completed prior to an offer of employment in 
accordance with the requirements specified in the Recruitment and Selection HR Policy 
(B1) and Employment Screening HR Policy (B40).   

Staff  
(as defined within the 
Scope) 

• Work in accordance with and uphold the Values and Code of Conduct for the 
Queensland Public Service 

• Be aware of, and comply with, policy and procedure documents as relevant to position 
and work area   

• Immediately report any suspected corrupt conduct and fraud, including breaches of this 
document  

• Cooperate fully with investigations  
• Observe confidentiality obligations  
• Complete mandatory and refresher training on workplace behaviour and ethics, corrupt 

conduct and public interest disclosures  
• Participate in fraud awareness training and initiatives as relevant to position and work 

area (i.e. mandatory for specific areas such as recruitment, finance, procurement, 
pharmacy)  

• Be aware of the prohibition on reprisal and avoid engaging in action (or inaction) in any 
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Role  Responsibility  
such activity toward a person who makes a complaint of suspected corrupt conduct.   

7. Non-compliance 
Refer to Section 5.3.3 Management above.  

8. Definition/s 
Term Definition  
Collusion secret or illegal cooperation or conspiracy in order to deceive others (Department of Health, 

Fraud Control Policy QH-POL-295:2015).   
Complaint information or matter involving corrupt conduct (s48(4) - Crime and Corruption Act 2001 (Qld)); 

these terms may be used interchangeably throughout this document  
Conduct  includes:  

• neglect failure and inaction; and   
• conspiracy to engage in conduct; and   
• attempt to engage in conduct.  
s14, Crime and Corruption Act 2001 (Qld).  

Conflict of Interest conflict between one’s duty as a public service employee to serve the public interest, and one’s 
private and personal interests.  There are three types of conflicts of interest: 
• Actual: where there is a direct conflict between work duties and existing private interests. 
• Perceived or apparent: where it appears that private interests could improperly influence 

work duties. 
• Potential: where private interests could conflict with work duties without intervention.  
 
Examples:  
• being on a recruitment panel where one of the applicants is a friend or family member 
• being asked by a friend or associate who has submitted a tender to West Moreton to keep an 

eye on its progress 
• being offered a gift or benefit by a consultant, supplier or contractor, as they believe the West 

Moreton employee can influence a situation. 
Control (also 
known as internal 
control) 

an existing process, policy, device, practice, system or other action that acts to minimise 
negative risks or enhance positive opportunities (AS 8001-2008 Fraud and Corruption Control).  
 
Examples:  
• policy and procedure documents  
• pre and in-employment checks   
• reconciliation, assurance and audit practices  
• physical security practices, systems and infrastructure  
• incident reporting and investigation processes 
• monitoring and management reporting  

Corruption  dishonest activity in which a director, executive, manager, staff or contractor of an entity acts 
contrary to the interests of the entity and abuses his/her position of trust in order to achieve some 
personal gain or advantage for him or herself or for another person or entity.  It can also involve 
corrupt conduct by the entity, or a person purporting to act on behalf of and in the interests of the 
entity, in order to secure some form of improper advantage for the entity either directly or 
indirectly (AS 8001-2008 Fraud and Corruption Control).      

In the context of the Crime and Corruption Act 2001 (Qld), corruption means corrupt conduct or 
police misconduct (Schedule 2).   

Corrupt Conduct  conduct of a person, regardless of whether the person holds or held an appointment, that:   
• adversely affects, or could adversely affect, directly or indirectly, the performance of functions 

or the exercise of powers of a unit of administration or a person holding an appointment; and  
• is not honest or impartial, or involves a breach of the trust, knowingly or recklessly, or involves 

a misuse of information or material; and   
• provides a benefit to the person or another person or causing a detriment to another person; 

and  
• would, if proved, be a criminal offence or a disciplinary breach providing reasonable grounds 
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Term Definition  
for terminating the person’s services.   

Conduct must satisfy all four (4) elements above to be considered corrupt conduct.   
 
Corrupt conduct may happen over time, conduct may amount to corrupt conduct regardless of 
where the conduct happens and may include conspiracy or an attempt to engage in corrupt 
conduct (s16-18).    
 
Examples: 
• abuse of public office 
• bribery, including bribery 

relating to an election 
• extortion 
• obtaining or offering a 

secret commission 
• an offence relating to an 

electoral donation 
• illegal drug trafficking 

• fraud 
• stealing 
• forgery 
• perverting the course of 

justice 
• sedition 
• loss of revenue of the 

State 
• illegal gambling 

• homicide, serious assault 
or assault occasioning 
bodily harm or grievous 
bodily harm 

• obtaining a financial 
benefit from procuring 
prostitution or from 
unlawful prostitution 
engaged in by another 
person 

(s15 – 18, Crime and Corruption Act 2001 (Qld)).   
Note corrupt conduct is not the same as misconduct under the Public Service Act 2008 (Qld).   

Data analytics  process of uncovering patterns and relationships in datasets that appear unrelated and can also 
highlight discrepancies which may indicate fraud and irregular behaviour.  It is aimed at the 
strategic use of computer systems in the identification of fraud indicators. 

Fraud  For the purposes of this document, fraud is defined as an act or omission by a person, in order to 
dishonestly obtain a benefit or cause a loss, not limited to financial loss, by deception or other 
means.  The benefit is not restricted to a monetary or material benefit, and may be tangible or 
intangible, including the unauthorised provision of access to or disclosure of information.  A 
benefit may also be obtained by a third party rather than in addition to the perpetrator of the 
fraud.  Fraud can involve fraudulent or corrupt conduct by internal or external parties targeting 
the entity or fraudulent or corrupt conduct by the entity itself targeting external parties. This 
definition is based on the s408C Fraud of the Criminal Code Act 1899 (Qld) and AS 8001-2008 
Fraud and Corruption Control.   
 
Example:  
• Emma steals small amounts of medication and adjusts the drug register to suit 
• Amanda lied on her resume to get a job she’s not qualified for 
• John used his corporate card to purchase a flat screen TV and to get his car fixed 
• Steven used his work time and computer to manage his personal business 
• Carl submits his timesheets and claims he worked 8am to 4pm everyday – but in reality 

works from 10am – 4pm 
• Jane used work cab vouchers to get home after a Saturday night on the town 
• Leanne took four weeks annual leave, but didn't submit a leave form for approval  
• Paul gains approval to go to a two day conference in Sydney, but he didn't attend.  He also 

claimed an extra night's accommodation.    
Maladministration an administrative action that:  

• was taken contrary to law or  
• was unreasonable, unjust, oppressive, or improperly discriminatory or  
• was in accordance with a rule of law or a provision of an Act or a practice that is or may be 

unreasonable, unjust, oppressive, or improperly discriminatory in the particular circumstances 
or 

• was taken for an improper purpose, or on irrelevant grounds, or having regard to irrelevant 
considerations or  

• was an action for which reasons should have been given, but were not given or  
• was based wholly or partly on a mistake of law or fact or  
• was wrong 
(Schedule 4 – Public Interest Disclosure Act 2010 (Qld))  

Misconduct  inappropriate or improper conduct relating to an officer’s duties, or any private act by an officer 
that reflects seriously or adversely on the public service.  Misconduct may not warrant dismissal 
or criminal charges and therefore has a lower threshold than corrupt conduct.   
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Term Definition  
(s187A, Public Service Act 2008 (Qld)). 

Official corruption  is a criminal offence under s87 of the Criminal Code Act 1899 (Qld) and means any person who:  
• being employed in the public service, or being the 

holder of any public office, and being charged with the performance of any duty by virtue of 
such employment or office, not being a duty touching the administration of justice, corruptly 
asks for, receives, or obtains, or agrees or attempts to receive or obtain, any property or 
benefit of any kind for himself, herself or any other person on account of anything already 
done or omitted to be done, or to be afterwards done or omitted to be done, by the person in 
the discharge of the duties of the person’s office; or 

• corruptly gives, confers, or procures, or promises or offers to give or confer, or to procure or 
attempt to procure, to, upon, or for, any person employed in the public service, or being the 
holder of any public office, or to, upon, or for, any other person, any property or benefit of any 
kind on account of any such act or omission on the part of the person so employed or holding 
such office.  

Professional 
misconduct  

Conduct connected with exercising the skill of a professional or engaging in the performance of 
the specified duties or activities of a position (e.g. positions such as medical professionals are 
considered to have special responsibilities by virtue of their position, and in many cases, they 
have an ethical or statutory obligation attached to the discharge of their powers or functions).  
Professional misconduct can also be corrupt conduct if it meets the four (4) elements.    

Public Interest 
Disclosure (PID) 

Is a disclosure made under the Public Interest Disclosure Act 2010 (Qld) and includes all 
information and help given by the discloser to a proper authority for the disclosure (s11, Public 
Interest Disclosure Act 2010 (Qld)).  For further information refer to the Public Interest Disclosure 
Policy/Procedure.    

Reprisal  causing, attempting to or conspiring to cause detriment to another because, or in the belief that, 
they may have made, or intend to make, a public interest disclosure.  An attempt to cause 
detriment includes an attempt to induce a person to cause detriment (s40, Public Interest 
Disclosure Act 2010 (Qld)).   

Stealing (also 
referred to as theft) 

is a criminal offence under s391 of the Criminal Code Act 1899 (Qld) and means fraudulently 
taking or converting anything capable of being stolen with the following intents:  
• permanently deprive the owner of the thing of it 
• permanently deprive any person who has any special property in the thing of such property 
• use the thing as a pledge or security 
• part with it on a condition as to its return which the person taking or converting it may be 

unable to perform; 
• deal with it in such a manner that it can not be returned in the condition in which it was at the 

time of the taking or conversion 
• in the case of money—an intent to use it at the will of the person who takes or converts it, 

although the person may intend to afterwards repay the amount to the owner. 
 
Example:  
• a staff member stealing a laptop used by other staff and  belonging to West Moreton with the 

intention of not returning it.   
Threat  something which is known to deliberately exploit vulnerability (e.g. in order to misappropriate 

financial assets).  Threats present a heightened risk of an actual fraud occurring, they may be 
detected via a number of sources such as media reports of actual frauds, other agencies who 
have suffered an actual fraud or alerts from other agencies (Department of Health, 2016).   

9. Monitoring and Evaluation 

What will be 
monitored 

1. Review complaints to ensure compliance with this document  
2. Track and report on the number of matters raised through audits/self-assessments and 

breaches during the financial period and compare the nature and number of matters 
identified in the prior financial period  

3. Periodic internal, and external, audits of areas susceptible to corrupt conduct and fraud  
4. Annual fraud and corruption self-assessment 

How (method)  
1. Review a sample of complaints using the corrupt conduct procedure checklist. 
2. Results of audits/self-assessments and review of Compliance Breach Register etc.   
3. Internal Audits/External Assurance Activities/Compliance Self-assessments  

Printed copies are uncontrolled.  Refer to the Policy and Procedures listings 
page for the latest version.   

Page 13 of 15 
 

http://wmnet.wmhhs.health.qld.gov.au/policies-and-procedures/a-z-listing/
http://wmnet.wmhhs.health.qld.gov.au/policies-and-procedures/a-z-listing/
http://wmnet.wmhhs.health.qld.gov.au/document/get/4468
http://wmnet.wmhhs.health.qld.gov.au/document/get/4468


West Moreton Hospital and Health Services: Corrupt Conduct and Fraud Control Policy/Procedure 
WMHHS2014327v2.1 

4. Use the Queensland Audit Office Self-Assessment Tool. 
Frequency  As requested or required  

Responsible 
officer  

1. Nominated person/s (i.e. Principal Workplace Relations Advisor and/or Assistant Corporate 
Secretary) 

2. Nominated person/s; Governance, Risk and Compliance Unit  
3. Internal Audit; external authority; Governance Risk and Compliance Unit  
4. Governance, Risk and Compliance Unit 

Reporting to  Executive Leadership Committee and the Board’s Audit and Risk Committee as appropriate.   

10. Related West Moreton Documents  

Policy and Procedure 
Documents 

• WMHHS2015019 Compliance Management Policy/Procedure  
• WMHHS2014112 Consumer Feedback Procedure 
• WMHHS2013229 Corrupt Conduct by the Chief Executive or a Board Member 

Procedure   
• WMHHS2014046 Discipline Management Procedure  
• WMHHS2015168 Employee Complaints Procedure 
• WMHHS2016106 Employees Engaging in other Employment Procedure  
• Governance Framework 
• WMHHS2013282 Losses Procedure 
• WMHHS2015213 Media Policy  
• WMHHS2015305 Public Interest Disclosures Policy/Procedure  
• WMHHS2015174 Risk Management Procedure  
• Risk Assessment Guide 

Clinical 
Guidelines/Pathways  

• N/A  

Other  

• Policy, Procedure and Workplace Instruction Implementation Staff Sign-Off Sheet  
• Factsheets: High Risk Areas Factsheet and Warning Signs Factsheet  
• Employee Complaints Portal or Form 
• External Assurance Activities Register 
• Values 
• West Moreton Learning On-Line (WM-LOL) - Workplace Behaviours and Ethics, 

Corrupt Conduct and Public Interest Disclosures and Fraud Awareness Training  

11. Compliance Requirements and Obligations 

Legislation and other 
compliance requirements  

• Crime and Corruption Act 2001 (Qld) 
• Criminal Code Act 1899 (Qld) 
• Hospital and Health Boards Act 2011 (Qld) 
• Financial Accountability Act 2009 (Qld)  
• Financial and Performance Management Standard 2009 (Qld)  
• Public Interest Disclosure Act 2010 (Qld)  
• Public Sector Ethics Act 1994 (Qld)  
• Public Service Act 2008 (Qld)  

National Safety and 
Quality Health Service 
(NSQHS) Standards   

Other Standards  • N/A 
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